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For purposes of this solicitation, the successful vendor shall be referred to as Vendor.  The contract or purchase order resulting from this solicitation shall be referred to as Contract.

B.1. General Overview
The purpose of this solicitation is to procure the services of one qualified vendor (Vendor) to provide banking services and carry out the functions of the Florida Medicaid Disbursement Account, in accordance with the terms and conditions of this solicitation and the resulting Contract, hereinafter collectively referred to as “this Contract”.  In addition to the specific terms and conditions listed in this Contract, the Vendor shall make available to the Agency the normal services provided on a day-to-day basis to its largest commercial customers.  
B.2. Services Provided by the Agency

The Agency shall provide:

A. Bank transfers from the Special Purpose Investment Account to the Vendor to cover the daily presentments;
B. Verification of all bank invoices to assure services are being performed;
C. Electronic Funds Transfer and positive pay files to the Vendor;
D. Wire transfers to the Vendor;
E. Verification of all necessary reports to ensure that the payment process is in balance and appropriate;
F. The release of funds for deposit made to the Florida Medicaid Disbursement account for funding provider payments;
G. Notification to the Vendor when wires are over the daily limit of $120 million.
B.3. Services Provided by the Vendor
A. Manner of Service(s) Provision:

The specifications included in this section are intended to inform the Vendor of the minimum expectations of the Agency.  The Vendor may expand on the minimum requirements as specified upon Agency approval:

1. Operations Policy and Procedure Manual 

a. The Vendor shall develop and maintain operational policy and procedure manual(s) for all aspects of the resulting Contract to be approved by the Agency prior to implementation by the Vendor in accordance with the Agency approved implementation plan.  
b. The Agency reserves the right to direct the Vendor to amend or update its operational policy and procedure manual(s) at no additional cost to the Agency.  

c. The operational policy and procedure manual(s) shall be a guide to assist the Vendor in conducting all aspects of operation of the resulting Contract.
d. The Vendor shall make all aspects of the operational policy and procedure manual(s) available to the Agency at all times.
e. The operational policy and procedure manual(s) shall be reviewed and updated on an as-needed basis.  The Vendor shall submit amendments to the operational policy and procedure manual(s) to the Agency for prior approval before implementing a change in policy and procedure.

2. Implementation and General Requirements

a. Implementation Requirement for Project Plan
This requirement provides for a Project Plan, Test Plan for services, Solution Architecture and Design document, and Production Implementation Guide for implementation of Services provided to the Agency for approval within fifteen (15) days of execution of this Contract.

b. Implementation Requirement for Interface Files
1) Daily, the Agency and the Agency’s Fiscal Agent transmit electronic funds transfer (EFT) and Positive Pay issue files to the Vendor.  This function may require development of a Florida Accounting Information Resource (FLAIR) (or any successor system) interface, which the Agency considers a Developed Material, at no additional cost to the Agency.
2) Daily, the Agency requires an electronic transmission of paid checks and Automated Clearing House (ACH) files be sent to the Agency and the Agency’s Fiscal Agent from the Vendor.  

3) Daily, the Agency requires an electronic transmission of ACH Returns and Notice of Change files be sent from the Vendor to the Agency and the Agency’s Fiscal Agent, for each respective account activity, requiring development of multiple interface files, which the Agency considers a Developed Material.

c. Implementation Requirement: Go Live
The interfaces must be fully operational before other banking services can commence.  The Vendor shall submit the Developed Materials for the interface files, and proof of successful Acceptance Testing of the Developed Materials to the Agency Contract Manager for review and approval at least ten (10) business days prior to implementation. Agency acceptance of the Developed Materials shall not preclude the Agency from later identifying deficiencies after implementation.

Further, prior acceptance of a Developed Material or Deliverable shall not preclude the Agency from later declining to accept a subsequent deliverable that does not operate properly due to defects in the prior accepted Developed Material or deliverable.  In this case, the prior accepted Developed Material or deliverable must be corrected prior to acceptance and payment of the subsequent deliverable. 

If a particular service or deliverable as listed in Exhibit B-1, Deliverables and Performance Standards, Table 1, Deliverables and Performance Standards, is inadvertently omitted or not clearly specified in the Contract, but determined to be operationally necessary and verified to have been performed by the Agency within the twelve (12) months before the execution of the Contract resulting from this solicitation, such services or deliverable shall be provided by the Vendor and authorized through a contract amendment.   
d. Test Plan for Services
1) Quality Assurance
Prior to delivering any Deliverable to the Agency, the Vendor will first perform any quality assurance activities necessary to verify that the Deliverable is complete and in conformance with its specifications. Prior to presenting a Deliverable to the Agency, the Vendor shall certify to the Agency that:

a) The Vendor has performed such quality assurance activities;
b) The Vendor has performed any applicable testing;
c) The Vendor has corrected all material deficiencies discovered during such quality assurance activities and testing where applicable; and 

d) Deliverable is in a suitable state of readiness for the Agency's review and approval. The presentment of the Deliverable must contain documentation of all quality assurance activities applied including documentation of deficiencies or defects corrected.

2) Acceptance of Deliverables

a) All Deliverables identified in Exhibit B-1, Deliverables and Performance Standards, Table 1, Deliverables and Performance Standards, require formal acceptance by the Agency. Formal acceptance will be accomplished by the Agency confirming in writing that the Deliverable meets its specifications. 

b) The Vendor will be responsible for working diligently to correct within thirty (30) business days at the Vendor's expense all deficiencies in the Deliverable that remain outstanding.

c) If after three (3) opportunities (the original and two (2) repeat efforts), the Vendor is unable to correct all deficiencies preventing Agency acceptance of a Deliverable designated in the Project Plan, the Agency may:

(1) Demand that the Vendor cure the failure and give the Vendor additional time to cure the failure at the sole expense of the Vendor; or

(2) Keep this Contract in force and, either by itself or through other parties, do whatever the Vendor has failed to do, in which event the Vendor shall bear any excess expenditure incurred by the Agency in so doing beyond the Contract price for such Deliverable and will pay the Agency; or

(3) Terminate this Contract for default or material breach, either in whole or in part by notice to the Vendor (and without need to afford the Vendor any further opportunity to cure).

d) For Operational Deliverables, Acceptance of a Deliverable by the Agency takes place when the Deliverable has been finally accepted in writing according to requirements listed in Exhibit B-1, Deliverables and Performance Standards, Table 1, Deliverables and Performance Standards.

e) For Implementation Deliverables, Acceptance of a Developed Material after Acceptance Testing but before the Deliverable has been put into production (Interim Acceptance) shall be considered provisional for invoicing and payment. Interim Acceptance shall not preclude the Agency from later identifying deficiencies and declining to provide Final Acceptance on that basis. Further, prior Interim or Final Acceptance of a Deliverable shall not preclude the Agency from later declining to accept a subsequent Deliverable that does not operate properly due to defects in the prior Accepted Deliverable. In this case, the prior Accepted Deliverable must be corrected prior to acceptance of the subsequent Deliverable.

3) Process for Acceptance of Implementation Deliverables

a) Upon delivery of each Implementation Deliverable, the Agency will conduct testing to determine whether the Deliverable meets the criteria for Agency Acceptance.

b) The Agency, at any time and at its discretion and at no additional cost to the Agency, may halt the testing or acceptance process if such test or process reveals deficiencies in or problems with a Deliverable. In such case, the Agency may return the applicable Deliverable to the Vendor for correction and re-delivery prior to resuming the testing process and, in that event, the Vendor will correct the deficiencies in such Deliverable. Upon completion of testing, the Vendor shall deliver the files in proper format, according to the Project Plan or as instructed by the Contract Manager.

c) Upon completion of its review, the Agency will provide the Vendor a written notice indicating the Agency’s Interim Acceptance or rejection of the Implementation Deliverable according to the criteria and process set out in this subsection.

d) Final Acceptance of each Implementation Deliverable of the Project shall be considered to occur when each Deliverable has been approved by the Agency and has been operating in production without any material deficiency for thirty (30) consecutive days of full production with all functionality. 

e. General Requirements 
1) The Vendor shall have average deposit balances of not less than $1 billion and shall already serve clients with comparable complex accounts.  The Vendor shall maintain a clearing account within the Jacksonville or Miami branches of the Federal Reserve Bank of Atlanta.  The Vendor shall be a member of the Federal Deposit Insurance Corporation (FDIC).

2) The Vendor shall maintain internal controls related to the information that is confidential or exempt from Chapter 119, Florida Statutes.  In the event the Vendor does not maintain adequate internal controls and there is a determination of a breach of security concerning confidential personal information, the Vendor shall be liable for the administrative sanctions, to the extent it does not comply with the provisions of Section 817.5681, Florida Statutes.

3) Throughout the entire term of this Contract, including any applicable renewal periods, the Vendor shall maintain an account with a branch of the Federal Reserve Bank (FRB).  The transit number and designated account number of the Vendor shall be encoded on all Checks and/or ACH debits.

4) Throughout the entire term of this Contract, including any applicable renewal periods, the Vendor shall have the designation as a "Qualified Public Depository" by the Treasury and collateralize the accounts in accordance with Chapter 280, Florida Statutes.

5) The Vendor shall provide one hundred eighty (180) calendar days written notice for Vendor's system changes that pertain to the following activities:

a) File formats and/or table structure changes.

b) Changes of bank code values that will require the Agency and the Agency’s Fiscal Agent system coding changes including, new Bank Administration Institute (BAI) codes, and changes to account structure.

6) The Vendor shall provide ninety (90) calendar days written notice for Vendor system changes that pertain to the following activities.  This relates to changes that require testing, change management and production deployment at the Agency:

a) File transmission changes including, server changes, protocol changes, transmission requirements changes, and platform changes; 
b) Timing changes for transmitted files.

c) Notification of National Automated Clearing House Association (NACHA) standard changes on a best efforts basis.

7) The Vendor shall work with any transition of the Agency’s Fiscal Agent contract that might occur during the term of this Contract, including any applicable renewal periods, at no additional cost to the Agency.

3. Checks

a. The Vendor will be provided an electronic copy of the Agency's check issue file to match checks presented to the account for settlement.

b. Checks are payable to individuals and/or vendors if the following conditions exist:

1) The check is not altered.

2) The check is not stale dated.  A check is considered stale dated one hundred eighty (180) calendar days after the end of the month of issuance.

3) The presenter of the check is the payee and will present a form of identification acceptable to the institution where the check is presented.

4) The Vendor may not charge a fee to the payee for this service, if the payee negotiates the check at the Vendor's location.

c. Positive Pay with Payee Match and Perfect Presentment Services

1) The Vendor shall provide the Agency with a cleaned and/or scrubbed file of checks ready for payment.  Errors that the Vendor was unable to correct will be decisioned by the Agency.  Decisioning by the Agency is defined as when the Agency determines whether to pay or return a check through the Positive Pay system.

2) The Vendor shall provide access to their online banking system to view positive pay exceptions.

3) The Vendor shall provide the Agency all positive pay exceptions without value limits.
4) Positive pay service will present same-day exception and images reporting by 4:00 p.m. Eastern Time (ET) the same day, and the Agency will have until 3:00 p.m. ET the following day to make pay or return decisions.
5) The Vendor shall provide the Agency with images of all positive pay items through the online banking system.
6) On each Federal Business Day, the Vendor shall provide a daily detailed listing of all checks paid and an electronic file of all paid items will be transmitted to the Agency to update the Agency’s check Applications.

d. Forgeries

1) The Agency will provide the Vendor documentation of alleged fraudulent transactions and the Vendor shall investigate the fraudulent transactions according to their federally regulated standard procedures. However, notwithstanding any Vendor standard procedures to the contrary, the Vendor shall process check fraud investigations up to twelve (12) months after the account Bank Statement (on the paid date) has been provided to the Agency.
2) The Vendor shall provide the Agency a monthly report listing all the forged and improperly endorsed items received from the Agency and processed by the Vendor and their status/resolution.

3) The Vendor's liability for processing related to forgeries shall not exceed $10,000.00 per calendar year.

4. Check Images

a. Online Banking Images

The Vendor shall provide electronic copies of check images through their online banking system. If the online banking system check image is not legible, the Vendor shall provide the Agency with a check image that is legible.

b. Digital Video Disk of Check images

The Vendor shall provide DVDs (based on volume of items paid of all paid Check images, two DVDs for each account) to the Agency on a monthly basis. To facilitate the DVD search capability, the DVDs shall at a minimum include: Check number, bank sequence number, paid date, and amount.  DVDs must include self-loading license software to view the images and provide index data to locate images.  The Agency will install the Web Image Viewer software required to read and search.  The Web Image Viewer software provided by the Vendor must not expire.  The DVDs must be useable by the Agency after the license maintenance and support expires. The image quality on the DVDs must be at least equal to the Vendor's online functionality.

5. Receiving Wires

a. The Vendor shall provide current day wire, check, and ACH presentment information each Federal Business Day through the electronic banking system. If the information is not available through the system, the Vendor shall provide the information to the Agency via email or telephone.
b. If the presentment information is not provided in the time specified for funding purposes and an alternative means has not been utilized, the Vendor shall not return checks for Not Sufficient Funds.  The Agency will receive two (2) presentments, with the first due at 9:00 a.m. and the second due at 10:00 a.m. ET.

6. Wire Origination

a. The Vendor’s online banking system shall provide the Agency the means to establish templates for repetitive outgoing wires.
b. Online banking system wire transfers shall be executed by the Vendor in real time within thirty (30) minutes of receipt and immediate validation of wire instructions from the Agency.  If the wire is delayed due to circumstances under the Vendor's control, the Vendor has until 11:59 p.m. ET the same day to remedy the wire transfer.  If the delay is not due to circumstances under the Vendor's control, the Vendor shall provide all reasonable assistance to the Agency to process the wire.
c. A daylight overdraft fee does not apply to the Controlled Disbursements accounts outlined in this Contract because balances will be funded by end of the day pursuant to the Controlled Disbursement maintenance of account duties.
7. ACH Items

The Vendor shall provide the Agency with the amount of ACH debits to be settled each Federal Business Day.  Additionally, the Agency will utilize the ACH Fraud Filter Stop service whereby ACH debit items that are originated by entities, whose company IDs are not authorized, are not allowed to post to the account.

a. ACH File Origination
Daily, the Vendor shall process ACH files including Addenda received from the Agency. If an ACH processing is delayed due to circumstances under the Vendor's control, the Vendor has until 5:00 p.m. ET the same day to remedy the ACH file process.  If the delay is not due to circumstances under the Vendor's control, the Vendor shall provide all reasonable assistance to the Agency to process the ACH file.

b. ACH File Processing 
The Vendor shall maintain, and make available through the Vendor's online banking system, electronic access to a detailed list of all transactions sent to the ACH as well as items to be posted to the accounts at the Vendor ("on us items").  The ACH settlement detail must contain the following: trace identification number, count and amount.

When requested by the Agency, the Vendor shall initiate ACH trace procedures and report the results back to the Agency within twenty-four (24) hours for items less than ninety (90) days old and within thirty-six (36) hours for items that are ninety (90) calendar days or older.

The Vendor shall provide the ACH amounts on a daily Bank Statement provided to the Agency on the electronic banking system. The Agency will reconcile the ACH amounts daily and require the Vendor to debit and/or credit any differences found during reconciliation. The Vendor shall make corrections according to National Automated Clearing House Association rules but no later than seventy-two (72) hours of notification by the Agency.’

c. ACH Confirmation 
On each Federal Business Day, the Vendor shall verify the accuracy of the ACH origination file totals and send confirmations back to the Agency for all accounts.

d. ACH Returned Items 
The Vendor shall send a return item file to the Agency by electronic means as received.  The Vendor shall encrypt the file to ensure confidentiality. The file shall contain, at a minimum, payee name, amount, effective date, reason, individual identification number, trace numbers, and sending company ID number. 

The Vendor shall provide a Notice of Changes and Consolidated Returns file on a daily basis for the previous day's activities to the Agency accounts. The information must also be available on the online banking system.

8. Deposit Items

a. Operating requirements make it necessary for the Vendor to maintain a full service branch in Tallahassee, Florida (local branch). The Vendor shall accept and process deposited items delivered to the local branch.  The Vendor shall provide same day availability for "on us" items. Domestic checks deposited will receive next day availability (one (1) business day); Canadian checks will receive three (3) business days availability; and other foreign currencies will receive seven (7) business days availability.

b. No holds will be placed on funds deposited into the accounts.
c. The Vendor shall process non-encoded deposit items the-same day and the Vendor shall provide same day availability for "on us" items.  Domestic checks deposited will receive next day availability (one (1) business day); Canadian checks will receive three (3) business days availability; and other foreign currencies will receive seven (7) business days availability.

9. Pay Checks made on Returns Account

a. The Vendor shall negotiate checks drawn on the Returns account.
b. In the instance where a check drawn on the Returns account is not negotiated, the Agency will not be billed for the invoice item.

10. Maintain the Accounts

a. The Vendor shall maintain a controlled disbursement accounts for Agency checks and EFTs and accept all wire transfers and other transfers in compliance with regulatory requirements.
b. The Vendor shall electronically report the following information to the Agency through the online banking system:

1) Amount of Checks to be settled are to be reported no later than 10:00 a.m. ET each Federal Business Day.

2) Upon receipt or execution, report the amount of incoming and outgoing wire transfers.

3) Any other transactions that affect the State's account balances are to be reported within twenty-four (24) hours after they occur.

c. The Vendor shall furnish on a daily basis, electronic copy Bank Statements and supporting documents on all deposits, wire transfers, Checks and/or ACH debits paid. The Agency also requires a monthly invoice as well as a monthly analysis statement for audit and billing purposes.
d. The Vendor shall provide a monthly analysis statement for the Agency’s account.  The analysis statement will have a summary of all transaction detail for the account.  The analysis statement will include the number of checks paid, ACH debits paid, ACH originations, wire transfers received, wire transfers originated and deposits processed.
e. The Vendor shall provide all bank supplies at no additional charge to the Agency.  Supplies are considered by the Agency to include deposit slips, deposit bags, and endorsement stamps.  Supplies needed to perform sub-item 11, Services for Payment Functions, below are separate items and are not included in this deliverable.
f. Overdrafts

1) Daylight Overdraft:  The Vendor shall provide the Agency daylight overdraft, i.e., a circumstance in which a debit balance occurs in the course of the banking day, and is expected to be settled up by credits prior to the end of the banking day. The Vendor shall not charge daylight overdraft fees.

2) Overnight Overdrafts:  In the event of an overdraft, though unexpected, the Agency will provide a compensating account balance the following business day. Any overnight overdraft fee shall not be applied. 

g. Pre-audit checks presented for payment 
The Vendor shall compare all items being presented against items issued by the Agency.  Pre-audit match includes, but is not limited to, amount, check number, payee name, check status, and issue date. The Vendor shall provide a list of all exception items for the Agency to be decisioned. Additionally, the Agency will utilize the ACH Fraud Filter Stop service whereby ACH debit items that are originated by entities, whose company IDs are not authorized, are not allowed to post to the account.

h. The Vendor shall prepare a final paid check and ACH debit file for daily submission to the Treasury.  This file must be completed after the pre-audit requirements.

i. The Vendor shall provide access to the Vendor's Statement on Standards for Attestation Engagements Statement (SSAE) 16 as they are issued by their independent auditors. The SSAE 18 will cover the State's fiscal year which ends June 30th.  For any time during the fiscal year not covered in the SSAE18, the Vendor shall provide a Bridge/Gap Letter or a follow-up on any outstanding items from its independent auditors, or a functionally equivalent independent Federal Financial Institutions Examination Council (FFIEC) standards certification related to security certification.

11. Online Banking System
The Vendor shall provide uninterrupted electronic access to their online banking system, excluding regular maintenance downtime (which shall occur outside of business hours). This system shall include reporting, wire origination and ACH origination capabilities including ACH credits and debits. The online banking system must provide that access to the functionalities described in this Contract is restricted based on user IDs. The system shall also include previous day and current day reporting and shall have download functionality. Unscheduled maintenance will not occur without a forty-eight (48) hour notice, and shall not interfere with Agency's regular course of business.

12. Services for Payment Functions

a. The Agency will provide the Vendor one hundred eighty (180) calendar days notice of its election of any of the options that the Vendor has indicated will be offered as described in Exhibit B-1, Deliverables and Performance Standards, Table 2, Optional Deliverable and Performance Standards, based on the Vendor offering the service in response to this solicitation.

b. Perform services to print and distribute State Checks

1) The Agency must approve the check form, and any subsequent modifications, used by the Vendor prior to its implementation.  The Agency reserves the right to require the Vendor to make check form changes at any time during the life of this Contract at no additional cost to the Agency.  The Vendor will be given a reasonable amount of time to make such changes (thirty (30) to sixty (60) calendar days).

2) If the Agency chooses to pursue the check production part of the optional services, it is expected that the start-up time would be negotiated during the development of the Project Plan.

3) The Agency will submit to the Vendor on a daily basis, a check payment file. The Vendor shall provide the ability for the Agency to provide a list of checks to be intercepted and forwarded to the Agency on a case-by-case basis within a time frame agreed to by the Agency and the Vendor.

4) The Vendor shall confirm receipt of the payment file.

5) Within twenty-four (24) hours of receipt of a payment file, the Vendor shall print and using the address on the check, mail the checks to the payee, or distribute selected checks to the Agency or other state agencies, as directed.

6) The Vendor, upon completion of each day's check production run, shall provide the Agency an electronic file of the work performed and disposition of payments produced.

7) The Agency will reimburse the Vendor on the actual postage costs and supplies based on agreed upon terms.

13. Disaster Recovery & Service Availability

a. The Vendor shall provide wire origination capabilities either by the web-based system, telephone, fax or any other means that is mutually agreed upon between the Agency and the Vendor.

b. The Vendor shall provide the order of succession for assigned officer and key staff that the Agency works with in the regular course of business.

c. The Vendor shall provide a process for notifying the Agency, of initial occurrence and corrective action updates, when the Vendor's ability to do business has been compromised according to the following minimum levels of providing services associated with processing transactions:  complete or partial system failure causing an inability to perform financial transactions within one (1) hour; subsystems limited in capability except for reports not requiring daily Department of Financial Services (DFS) activity within two (2) hours; all other system glitches and partial non-­ performance not impacting the ability to perform financial transactions within four (4) hours.

d. The Vendor shall have an established secure back-up system for all services if the web-based system or system interfaces are unavailable. This back-up must be functioning within eight (8) hours of the occurrence.

e. The Vendor shall perform a successful annual Disaster Recovery test but no more than fourteen (14) months from the previous test and shall yearly provide the SSAE 18 or other written confirmation as approved by the Agency, of the successful performance of the annual Disaster Recovery test.

14. Operational Continuity at Contract Termination or Expiration

a. The Vendor shall provide an Exit Transition Plan within the first six (6) months of the effective date of this Contract.  Such plan shall include that the Vendor shall transfer to the Agency, at no cost to the Agency, all public records in possession of the Vendor upon expiration of the retention period required by PUR 1000, General Contract Conditions, Paragraph 18, Lobbying and Integrity, and destroy any duplicate public records that are exempt or confidential and exempt, except as stated in this Contract.  All requested Contract related records stored electronically must be provided to the Agency in an electronic format useable and approved by the Agency.  At a minimum, the Vendor agrees to provide to the Agency data definitions; table structure; the Agency's State Data and Shared Data under its control; and any Developed Material custom code required allowing the Agency a smooth transition to in-house or substituting for vendor implementation of similar functionality to that provided by Vendor.  The Vendor shall reduce scope to limit it to processing checks for at least seven (7) months after the final check has been issued under this Contract.

b. In the event, the Vendor can no longer provide the requirements in this Contract, the Vendor shall submit a detailed transition and data return implementation plan at no cost to the Agency to continue this service within the Agency or by its designee.  The following criteria apply to closures, and return of data upon contract termination.
1) The Vendor must immediately cease services and applying charges to any checks paid and only apply charges for checks paid based on the agreed upon final pricing.

2) In addition to the above reports and activities, upon request, closure or final contract expiration or termination, provide the Agency with a written supplemental process for return of data.
c. Supplemental process for all other data, upon Contract expiration or termination

1) The Vendor shall return all data in the format prescribed by the Agency (e.g. Excel or Access via email) with all current information within thirty (30) calendar days.

2) Within thirty (30) calendar days, the Vendor shall issue all reports required by this Contract for each data returned. At the time the Parties determine the format of any Developed Material custom application, the Agency will designate the format in which the Vendor shall return the data with the Developed Material custom source code sufficient to read it, or alternatively provide the data in a non-proprietary format.

3) The Vendor shall certify destruction of design files for forms, documents, and other items that provide the ability to produce checks in whole or in part.

d. Except as required during the seven (7) months of check processing, the Vendor shall remove all Agency staff access granted to physical or information system resources, thereby preventing unauthorized access.  As access is removed by either the Agency or the Vendor, each shall certify that such access has been removed and all Agency devices and tools have been returned before closing out this Contract.

e. The Vendor shall provide no less than the notice required in this Sub-Section, and provide a specific and detailed technical transition plan to the Agency prior to any termination or data return. At a minimum, the technical transition plan shall include but not be limited to knowledge transfer for any technology support needed by the Agency or its designee to continue services.  In an effort to avoid any financial loss to the Agency, the Vendor shall conduct such transition with the same degree of care, skill, prudence and diligence that a prudent person acting in a like capacity and familiar with such matters would use.
B.4. Deliverables

The Vendor shall provide the deliverables described in Exhibit B-1, Deliverables and Performance Standards, to the Agency’s Contract Manager by the dates indicated.  The Agency reserves the right to request modification of the deliverables, as deemed necessary by the Agency, prior to their approval.  Deliverable due dates may be modified, if approved in writing, in advance by the Agency.

The Agency reserves the right to include additional deliverables based on the Agency’s review of the Vendor’s response to this solicitation.

B.5. Vendor Staffing

A. General Staffing Requirements

1. The Vendor shall conduct all aspects of this Contract in a timely, efficient, productive, consistent, courteous, and professional manner as representatives of the State. The Vendor shall recruit highly qualified staff to provide all aspects of the services required by this Contract.  

2. The Vendor shall maintain copies of qualifications, including current licenses and board certifications if applicable, for staff in a centralized administrative file.  

3. In the event the Agency determines the Vendor’s staff or staffing levels are not sufficient to properly complete the services specified in this Contract, it shall advise the Vendor in writing.  The Vendor shall have thirty (30) calendar days to remedy the identified staffing deficiencies.  

4. The Vendor shall make its staff available to meet with Agency staff on a schedule, as agreed to by the Agency and the Vendor, to review reports and all other obligations under this Contract as requested by the Agency.

5. The Vendor shall notify the Agency in writing of any key staff resignations, dismissals, or personnel changes within one (1) business day of the occurrence. Should the Contract Manager position become vacant, the Vendor shall notify the Agency immediately and provide information on the replacement within ten (10) business days.  

6. The Vendor shall have staff available at its office location during normal business hours. Normal business hours are defined as 8:00 a.m. to 5:00 p.m. ET, Monday through Friday, excluding State of Florida observed holidays.
B. Key Staff

For purposes of this Contract, the following position is considered a key staffing position:

Contract Manager

The Vendor shall appoint a senior officer (Senior Vice President or above) to serve as the Contract Manager and identify a qualified substitute representative. The Contract Manager shall have overall responsibility for this Contract and shall be responsible for coordinating all activities between the Agency and the Vendor.  His/her responsibilities shall include monthly analysis, billings, and the resolution of issues that may arise during the term of this Contract.  

The Contract Manager shall warrant that all persons assigned by it to the performance of this Contract are employees of the Vendor and are fully qualified to perform the work required herein.

The Contract Manager shall have the ability to recruit, select, and maintain experienced and qualified staff. The Contract Manager shall possess the authority to revise processes or procedures and assign additional resources as needed to maximize the efficiency and effectiveness of services required under this Contract.  

B.6. Service Location

The Vendor shall maintain a full service branch in Tallahassee, Florida for the provision of the services under this Contract.

B.7. Method of Payment

A. This solicitation will result in a fixed price (unit cost) Contract.  The Agency shall pay the Vendor monthly, in arrears, for the delivery of service units provided in accordance with the terms of this Contract, subject to the availability of funds.  Deliverable pricing will be included based on the Vendor’s response to this solicitation.
B. The Vendor shall submit an invoice to the Agency’s Contract Manger, in triplicate, for the total cost of services rendered within fifteen (15) calendar days following the end of the month in which the services were rendered.  Each invoice must contain details sufficient for a proper pre-audit and post-audit.  Upon receipt of Agency approval, the Agency’s Financial Services section shall process each invoice in accordance with the provisions of Section 215.422, Florida Statutes.
C. The invoice shall include at a minimum:

1. Invoice date;
2. Invoice number;
3. Agency’s Contract number;
4. Description of the services rendered;
5. Date(s) on which services were rendered;
6. Payment remittance address; and 
7. Other supporting documentation as requested by the Agency.
D. Late Invoicing
Unless written approval is obtained from the Agency, and at the discretion of the Agency, correct invoices with documentation received forty six (46) to sixty (60) calendar days after the Agency’s acceptance of the deliverable(s) will be paid at ninety percent (90%) of the amount of the invoice.  Correct invoices with documentation received sixty one (61) to ninety (90) calendar days after the Agency’s acceptance of the deliverable(s) will be paid at seventy five percent (75%) of the invoice.  Invoices received ninety one (91) calendar days or more after the Agency’s acceptance of the deliverable(s) will not be paid.  

If the Vendor is unable to meet the invoice submission deadlines specified in this Contract, the Vendor shall notify the Agency in writing prior to the deadline explaining the circumstances and requesting an extension to the deadline.  

B.8. Performance Standards and Liquidated Damages  

A. The Vendor shall comply with all requirements and performance standards set forth in the Contract.
B. The Agency’s Contract Manager will monitor the Vendor’s performance in accordance with the monitoring requirements of the Contract.  Failure by the Vendor to meet the established minimum performance standards may result in the Agency, in its sole discretion, finding the Vendor to be out of compliance, and all remedies provided in the Contract and under law, shall become available to the Agency
C. The Vendor acknowledges that its failure to meet an agreed upon deliverable performance standard or deadline for delivery of certain services will damage the Agency but that by their nature such damages are impossible to ascertain presently and will be difficult to ascertain in the future.  Accordingly, except for the sanctions for nonperformance otherwise indicated below or in this Contract, the parties agree upon a reasonable amount of liquidated damages which are not intended to be a penalty and are solely intended to compensate for unknown and unascertainable damages.  Accordingly, liquidated damages shall be assessed on the Vendor as specified in this Contract, as to specific deliverables, and otherwise to the extent identified below.  These and other sanctions for nonperformance are applied as follows:

1. Accessibility

a. Uptime - Sanctions for nonperformance for specific accessibility requirements are stated in this Contract. The Agency will allow any Vendor web-based system to have unscheduled down time no more than sixteen (16) hours during the business hours of 7:00 a.m. to 8:00p.m. ET per year.  If the web-based system is down more than sixteen (16) hours per year, the Agency will institute a two percent (2%) holdback of payment from each invoice after the unscheduled down time exceeds sixteen (16) hours per year until a corrective action plan has been implemented and confirms to the Agency that the unscheduled down time no longer exceeds sixteen (16) hours per year. Holdback will be applied to the next billing cycle after the anniversary.  The holdback for any given billing cycle shall not exceed $3,000.00. Otherwise, in the event the Vendor's disaster recovery plan addresses unscheduled down time and exceed the minimum uptime requirements, these requirements are met.

b. Responsiveness- With regard to all online services, average page turnaround in any given reporting period according to this Contract’s approved Performance Measures (as Operational Deliverables) shall not exceed responsiveness standards as identified in this Contract, and shall be commensurate  with leading Internet industry sites such as Yahoo.com.  The Agency will annually review response time unless more frequent reviews are warranted by a finding that standards fall below industry standards.  The review will compare response times from multiple locations throughout the country for an average responsiveness standard. Should the Vendor fail to meet the applicable average responsiveness standard measure, the Vendor shall apply a two percent (2%) holdback of payment from each invoice after the standards fall below industry standard until a corrective action plan has been implemented and confirms to the Agency that the standards are commensurate with leading industry sites such as Yahoo.com.  The holdback for any given billing cycle shall not exceed $3,000.00.
2. Timeliness

a. The Vendor must assure that data is posted to databases and processed into reports in a timely manner; timely provide all reports required by this Contract; and respond to inquiries from the Agency within the due dates identified in this Contract for receipt of inquiry. Sanctions for nonperformance for timeliness are stated in this Contract.

b. Any monetary losses to the Agency due to non-performance by the Vendor in report formats, the validity of the information, reports not being received by the due date, or any other reporting requirements deficiencies, will be reimbursed to the Agency at the same amount as the loss.

D. The Agency reserves the right to impose liquidated damages upon the Vendor for failure to comply with the performance standard requirements set forth in Table 1, Performance Standards and Liquidated Damages, below.
	TABLE 1

PERFORMANCE STANDARDS AND LIQUIDATED DAMAGES

	Performance Standard Requirement
	Liquidated Damages to be Imposed

	Performance Bond

	A performance bond in the amount of ten percent (10%) of the total annual amount of the Contract shall be furnished to the Agency by the Vendor within thirty (30) calendar days after execution of the Contract and prior to commencement of any work under the Contract.
	$500.00 per calendar day for each calendar day after the due date until an acceptable performance bond is furnished to the Agency.

	A performance bond shall be furnished on an annual basis, thirty (30) calendar days prior to the new Contract year and be in the amount of ten percent (10%) of the current annual Contract amount.
	$500.00 per calendar day for each calendar day after the due date until an acceptable performance bond is furnished to the Agency.

	HIPAA

	The Vendor shall comply with provisions of HIPAA/HITECH.  


	$500.00 to $5,000.00, per incident, per occurrence, depending upon the severity. In addition, Federal penalties may apply in accordance with the HIPAA Act of 1996.

	The Vendor shall not inappropriately release PHI.


	$500.00 to $5,000.00, per incident, per occurrence, depending upon the severity.

	Records

	The Vendor shall comply with public records laws, in accordance with Section 119.0701, F.S.
	$5,000.00 for each incident in which the Vendor does not comply with a public records request.

	Background Screening

	Failure to complete initial and renewal background screenings within required timeframes.
	$250.00 per occurrence.

	Failure to submit policies and procedures within thirty (30) calendar days of Contract execution.
	$250.00 per calendar day beyond the due date.

	Security Rating Score

	Failure to annually maintain a top tier security rating score from a vendor information security rating service.
	$5,000.00 per occurrence. 

An additional $2,500.00 if the Vendor does not improve to a top tier security rating score within six (6) months after its initial  failure to annually obtain a top tier security rating score.

	Failure to annually obtain a security rating score from a vendor information security rating service. 
	$5,000.00 per occurrence.

$250.00 per calendar day, until the Vendor obtains the security rating score.

	SOC 2 Type II Audit

	Failure to annually submit the SOC 2 Type II audit report by June 30th of each Contract year.
	$1,000.00 per calendar day for each calendar day beyond the due date.


E. Sanctions 

1. In the event the Agency identifies a violation of or other non-compliance with the Contract (to include the failure to meet performance standards), the Agency may sanction the Vendor pursuant to Section 409.912(6), F.S.  The Agency may impose sanctions in addition to any financial consequences or liquidated damages imposed pursuant to the Contract.

2. For purposes of this Sub-Section, violations involving individual, unrelated acts shall not be considered arising out of the same action.

3. If the Agency imposes monetary sanctions, the Vendor must pay the monetary sanctions to the Agency within thirty (30) calendar days from receipt of the notice of sanction, regardless of any dispute in the monetary amount or interpretation of policy which led to the notice. If the Vendor fails to pay, the Agency, at its discretion, reserves the right to recover the money by any legal means, including but not limited to the withholding of any payments due to the Vendor. If the Deputy Secretary determines that the Agency should reduce or eliminate the amount imposed, the Agency will return the appropriate amount to the Vendor within sixty (60) calendar days from the date of a final decision rendered.

F. Disputes

1. To dispute financial consequences, liquidated damages, sanctions and/or contract interpretations, the Vendor must request that the Agency’s Deputy Secretary for Medicaid or designee, hear and decide the dispute. 

2. The Vendor must submit a written dispute directly to the Deputy Secretary or designee by U.S. mail and/or commercial courier service (hand delivery will not be accepted).  This submission must be received by the Agency within twenty-one (21) calendar days after the issuance of financial consequences, liquidated damages, sanctions and/or contract interpretations and shall include all arguments, materials, data, and information necessary to resolve the dispute (including all evidence, documentation and exhibits). The Vendor submitting such written requests for appeal or dispute as allowed under the Contract by U.S. mail and/or commercial courier service, shall submit such appeal or dispute to the following mailing address: 

Deputy Secretary for Medicaid

Agency for Health Care Administration 

Medicaid Appeals/Disputes, Mail Stop 70

2727 Mahan Drive, Mail Stop

Tallahassee, FL 32308 

Regardless of whether delivered by U.S. mail or commercial courier service, appeals or disputes not delivered to the address above will be denied.

3. The Vendor waives any dispute not raised within twenty-one (21) calendar days of issuance of financial consequences, liquidated damages, sanctions and/or contract interpretations. It also waives any arguments it fails to raise in writing within twenty-one (21) calendar days of receiving the financial consequences, liquidated damages, sanctions and/or contract interpretations, and waives the right to use any materials, data, and/or information not contained in or accompanying the Vendor’s submission submitted within the twenty-one (21) calendar days following its receipt of the financial consequences, liquidated damages, sanctions and/or contract interpretations in any subsequent legal, equitable, or administrative proceeding (to include Circuit Court, Federal court and any possible administrative venue). 

4. The Deputy Secretary or his/her designee will decide the dispute under the reasonableness standard, reduce the decision to writing and serve a copy to the Vendor. This written decision will be final. 

5. The exclusive venue of any legal or equitable action that arises out of or relating to the Contract, including an appeal of the final decision of the Deputy Secretary or his/her designee, will be Circuit Court in Leon County, Florida.  In any such action, the Vendor agrees to waive its right to a jury trial, and that the Circuit Court can only review the final decision for reasonableness, and Florida law shall apply. In the event the Agency issues any action under Florida Statutes or Florida Administrative Code apart from the Contract, the Agency will notice the Vendor of the appropriate administrative remedy.

B.9. Attorney’s Fees

In the event of a dispute, each party to this Contract shall be responsible for its own attorneys’ fees, except as otherwise provided by law.

B.10. Legal Action Notification

The Vendor shall give the Agency, by certified mail, immediate written notification (no later than thirty (30) calendar days after service of process) of any action or suit filed or of any claim made against the Vendor by any subcontractor, vendor, or other party that results in litigation related to this Contract for disputes or damages exceeding the amount of $50,000.00.  In addition, the Vendor shall immediately advise the Agency of the insolvency of a subcontractor or of the filing of a petition in bankruptcy by or against a principal subcontractor.

B.11. Damages for Failure to Meet Contract Requirements

In addition to remedies available through this Contract, in law or equity, the Vendor shall reimburse the Agency for any Federal disallowances or sanctions imposed on the Agency as a result of the Vendor’s failure.

B.12. Corrective Action Plan (CAP) 

A. If the Agency determines that the Vendor is out of compliance with any of the provisions of this Contract, the Agency may require the Vendor to submit a Corrective Action Plan (CAP) within a specified timeframe.  The CAP shall provide an opportunity for the Vendor to resolve deficiencies without the Agency invoking more serious remedies, up to and including contract termination.

B. The Vendor shall respond by providing a CAP to the Agency within the timeframe specified by the Agency.

C. The Vendor shall implement the CAP only after Agency approval.

D. The Agency may require changes or a complete rewrite of the CAP and provide a specific deadline.  

E. If the Vendor does not meet the standards established in the CAP within the agreed upon timeframe, the Vendor shall be in violation of the provisions of this Contract and shall be subject to liquidated damages.  

F. Except where otherwise specified, liquidated damages of $500.00 per calendar day may be imposed on the Vendor for each calendar day that the approved CAP is not implemented to the satisfaction of the Agency.

B.13. Contract Transition

A. At the time of this Contract’s completion, the Vendor shall cooperate with the Agency in transitioning responsibilities of this Contract to the Agency or another Vendor.

B. The Vendor shall deliver to the Agency, or its authorized representative, all Contract-related records and data in a format specified by the Agency, within sixty (60) calendar days from the expiration or termination of this Contract.  This obligation survives termination of this Contract.

C. Prior to the ending or termination of this Contract, the Vendor shall meet with the new Vendor or the Agency’s designated representative(s) to develop a HIPAA compliant, written agreement that sets forth how the entities will cooperate to ensure an effortless transition. The agreement must be approved by the Agency prior to execution and shall include at a minimum the following:

1. Designated point of contact for each entity;

2. A calendar of regularly scheduled meetings;

3. A detailed list of data that will be shared;

4. A mechanism and timeframe for transmitting records and data from the Vendor’s system;

5. A mechanism and timeframe for transmitting documents produced under this Contract, as requested by the Agency; 

6. A clear description of the mutual needs and expectations of both entities; and

7. Identification of risks and barriers associated with the transition of services to a new Vendor and solutions for overcoming them.
B.14. System Functionality

A. The Vendor shall have the capacity (hardware, software, and personnel) sufficient to access and generate all data and reports needed for this Contract.
B. The Vendor shall comply with HIPAA and the HITECH Act.
C. The Vendor shall have protocols and internal procedures for ensuring system security and the confidentiality of recipient identifiable data.
B.15. Information Technology

A. The Vendor shall have the necessary information technology (IT) resources needed to fully manage the product required in this Contract.  

B. Agency Contract Managers shall be responsible for submitting and managing Vendor staff requests or needs for access connectivity to the Agency’s data communications network, and the relevant information systems attached to this network, in accordance with all applicable Agency policies, standards and guidelines.  The Vendor shall notify the Agency of termination of any staff with access to the Agency’s network within twenty four (24) hours of the termination.

C. Vendor staff that have access connectivity to the Agency’s data communications network shall be required to complete Agency Security Awareness Training and Agency HIPAA Training.  The successful respondent shall also be required to sign an Acceptable Use Acknowledgement Form and submit the completed form to the Agency’s Information Security Manager (ISM).  The requirements described in this Item must be completed before access to the Agency’s network is provided.

D. Development Requirements

1. The Vendor shall provide the Agency, providers, and others as identified in this Contract, with the necessary software to execute the requested system.  

2. The Vendor’s software when implemented, shall meet the implementation day’s industry’s best practices and standards NIST (National Institute for Standards and Technology), and W3C (World Wide Web Consortium) which includes development tools.  

3. The Vendor shall develop a system that allows Agency staff to access the system from the Agency network and mobile devices. 

4. The Vendor shall allow Agency access to the data for reporting purposes.  Data exports shall comply with the National Information Exchange Model (NIEM) format. 

5. The Vendor’s architecture and design document will be reviewed by the Agency’s Division of IT before coding starts. This will require a personal presentation by the Vendor’s architect(s).

6. Comments will be used in the code to help other developers to understand the coding methodology/logic that was used.
7. Proper exception handling is required.
8. Logging and Auditing may be required for some systems.
9. Usage of Session and Cache should be limited.
10. Hard coded values are not allowed for referencing the shared resource address and name. This includes: URL (Uniform Resource Locator) name, file path, email address, database connection string, etc.

11. The website shall be Section 508 compliant and follow W3C industry standards and best practices. 
12. The website shall contain the Agency header and footer that are currently on ahca.myflorida.com. 

13. Chrome, Firefox, Safari and Internet Explorer are the most commonly used browsers.  Internet applications must be compatible with all internet browsers recognized by the World Wide Web Consortium, http://www.w3.org/.  The Vendor shall deploy the system to be browser agnostic while keeping up with the most current versions of Internet browser releases in coordination with the Agency’s Division of IT standards.  Compatibility is required by the Vendor with all supported versions within six (6) months of the browser’s official release.
14. All code shall be submitted to the Agency by the Vendor for standards review prior to user testing.  This code review requires a personal presentation by the Vendor’s coder(s).

15. The Vendor’s test plan shall be prior-approved by the Agency’s Division of IT. The system will be tested on and off site using different browsers and different devices.

16. The documents listed below are required as part of the Vendor’s application development:

a. Architecture design;

b. Security model;

c. Technical specifications;

d. Database entity relationship diagram;

e. Data Dictionary;

f. User documentation;

g. Test plan;

h. Deployment plan; and

i. Maintenance requirements.

E. Below is the Agency’s current environment:

1. HIPAA and CJIS (Criminal Justice Information System) compliance;

2. Microsoft office;

3. SQL (Structured Query Language) server;

4. Microsoft Azure and Office 365;

5. SFTP (Secure File Transfer Protocol);

6. WEB Services;

7. MVC (Model View Controller);

8. C#;

9. TFS (Team Foundation Server);

10. WEB Applications;

11. Laserfiche;

12. SharePoint; 

13. SSL (Secure Sockets Layer) and TLS (Transport Layer Security); Mobile devices; and

14. SSRS (SQL Server Report Services) and Tableau.

F. The Vendor must adhere and comply with the Agency’s Division of IT standards regarding SSL Web interface(s) and TLS.

G. The Vendor must adhere to the Driver Privacy Protection Act (DPPA) rules that address a memorandum of understanding and security requirements as well as other requirements contained in Rule.

H. The Vendor, its employees, subcontractors and agents shall provide immediate notice to the Agency Information Security Manager (“ISM”) in the event it becomes aware of any security breach and any unauthorized transmission or loss of any or all of the data collected or created for or provided by the Agency (“State Data”) or, to the extent the Vendor is allowed any access to the Agency’s information technology (“IT”) resources, provide immediate notice to the ISM, of any allegation or suspected violation of security procedures of the Agency.  Except as required by law and after notice to the Agency, the Vendor shall not divulge to third parties any confidential information obtained by the Vendor or its agents, distributors, resellers, subcontractors, officers or employees in the course of performing this Contract work according to applicable rules, including, but not limited to, Rule 74-2, Florida Administrative Code (FAC) and its successor regulation, security procedures, business operations information, or commercial proprietary information in the possession of the State or the Agency.  After the conclusion of this Contract unless otherwise provided herein, the Vendor shall not be required to keep confidential information that is publicly available through no fault of the Vendor, material that the Vendor developed independently without relying on the State’s confidential information, or information that is otherwise obtainable under State law as a public record.

I. In the event of loss of any State Data or record where such loss is due to the negligence of the Vendor or any of its subcontractors or agents, the Vendor shall be responsible for recreating such lost data in the manner and on the schedule set by the Agency at the Vendor’s sole expense, in addition to any other damages the Agency may be entitled to by law or this Contract.  In the event lost or damaged data is suspected, the Vendor will perform due diligence and report findings to the Agency and perform efforts to recover the data.  If it is unrecoverable, the Vendor shall pay all the related costs associated with the remediation and correction of the problems engendered by any given specific loss.  Further, failure to maintain security that results in certain data release will subject the Vendor to the administrative sanctions for failure to comply with Section 501.171, F.S., together with any costs to the Agency of such breach of security caused by the Vendor. If State Data will reside in the Vendor’s system, the Agency may conduct, or request the Vendor conduct at the Vendor’s expense, an annual network penetration test or security audit of the Vendor’s system(s) on which State Data resides. All Vendor personnel who will have access to State-owned Data will undergo the background checks and screenings described in this Contract. 

J. The Vendor shall ensure that call centers, Information Technology (IT) help desks or any other type of customer support provided directly under this Contract, shall be located only in the forty-eight (48) contiguous United States.

K. The Vendor must conform to current and updated publications of the principles, standards, and guidelines of the Federal Information Processing Standards (FIPS), the National Institute of Standards and Technology (NIST) publications, including but not limited to Cybersecurity-Framework and NIST.SP.800-53r4.

L. The Vendor must employ traffic and network monitoring software and tools on a continuous basis to identify obstacles to optimum performance.

M. The Vendor must employ traffic and network monitoring software and tools on a continuous basis to identify email and Internet spam and scams and restrict or track user access to appropriate websites.

N. The Vendor must employ traffic and network monitoring software and tools on a continuous basis to identify obstacles to detect and prevent hacking, intrusion and other unauthorized use of the Vendor’s resources.

O. The Vendor must employ traffic and network monitoring software and tools on a continuous basis to prevent adware or spyware from deteriorating system performance.

P. The Vendor must employ traffic and network monitoring software and tools on a continuous basis to update virus blocking software daily and aggressively monitor for and protect against viruses.

Q. The Vendor must employ traffic and network monitoring software and tools on a continuous basis to monitor bandwidth usage and identify bottlenecks that impede performance.

R. The Vendor must employ traffic and network monitoring software and tools on a continuous basis to provide methods to flag recipient data to exclude protected health Information (PHI) from data exchanges as approved by the State, and to comply with recipient rights under the HIPAA privacy law for: 1) Requests for restriction of the uses and disclosures on PHI (45 Code of Federal Regulations (CFR) 164.522(a)); 2) Requests for confidential communications (45 CFR 164.522(b)); and 3) Requests for amendment of PHI (45 CFR 164.526).  The Vendor must also enter into a Business Associate Agreement (“BAA”) with the Agency.  The provisions of the BAA apply to HIPAA requirements and in the event of a conflict between the BAA and the provisions of this Section, the BAA shall control.  (See Attachment II, Business Associate Agreement).

S. The Vendor shall conduct all activities in compliance with 45 CFR 164 Subpart C to ensure data security, including, but not limited to encryption of all information that is confidential under Florida or Federal law, while in transmission and while resident on portable electronic media storage devices.  Encryption is required and shall be consistent with Federal Information Processing Standards (FIPS), and/or the National Institute of Standards and Technology (NIST) publications regarding cryptographic standards.

T. In order to enable the Agency to effectively measure and mitigate the Vendor’s security risks, the Vendor must annually obtain a security rating score from a vendor information security rating service which is approved by the Agency (for example:  BitSight Technologies, Security Scorecard, CORL Technologies or other comparable company which rates vendor information security.)  If the Vendor does not maintain a top tier security rating score, the Agency will impose liquidated damage(s) and/or other applicable sanction(s).

B.16. Disaster Recovery

A. The Vendor shall develop and maintain a disaster recovery plan for restoring the application of software and current master files and for hardware backup in the event the production systems are disabled or destroyed. The disaster recovery plan shall limit service interruption to a period of twenty four (24) clock hours and shall ensure compliance with all requirements under this Contract. The records backup standards and a comprehensive disaster recovery plan shall be developed and maintained by the Vendor for the entire period of this Contract and submitted for review annually by the anniversary date of this Contract.

B. The Vendor shall maintain a disaster recovery plan for restoring day-to-day operations including alternative locations for the Vendor to conduct the requirements of this Contract. The disaster recovery plan shall limit service interruption to a period of twenty four (24) clock hours and shall ensure compliance with all requirements of this Contract.  

C. The Vendor shall maintain database backups in a manner that shall eliminate disruption of service or loss of data due to system or program failures or destruction. 

D. The disaster recovery plan shall be finalized no later than thirty (30) calendar days prior to this Contract effective date. The Agency shall review the Vendor’s disaster recovery plan during the readiness review.
E. The Agency, at its discretion, reserves the right to direct the Vendor to amend or update its disaster recovery plan in accordance with the best interests of the Agency and at no additional cost to the Agency.  

F. The Vendor shall make all aspects of the disaster recovery plan available to the Agency at all times.

G. The Vendor shall conduct an annual Disaster Recovery Plan test and submit results for review to the Agency in the annual plan submitted in compliance with Section P., Disaster Recovery, Sub-Section 1.

B.17. Smartphone Applications 

If the Vendor uses smartphone applications (apps) to allow providers direct access to Agency-approved documents and/or content, the Vendor shall comply with the following.  The Vendor shall receive written approval from the Agency Division of Information Technology before implementation of a smartphone application:

A. The smartphone application shall disclaim that the application being used is not private and that no PHI or personally identifiable information (PII) should be published on this application by the Vendor or provider; and

B. The Vendor shall ensure that software applications obtained, purchased, leased, or developed are based on secure coding guidelines; for example:

1. OWASP [Open Web Application Security Project] Secure Coding Principles – http://www.owasp.org/index.php/Secure_Coding_Principles;

2. CERT Security Coding - http://www.cert.org/secure-coding/; and 
3. Top10SecuritycodingPractices –https://www.securecoding.cert.org/confluence/display/seccode/Top+10+Secure+Coding+Practices
B.18. Social Networking 

All social networking applications, tools or media interactions and communications must be approved in writing by the Agency, prior to use.  Any vendor using social networking applications is responsible and accountable for the safeguarding of PHI and all HIPAA Privacy Rule related information must be maintained and monitored. 

In addition to all other review and monitoring aspects of this Contract, the Agency, at its discretion, reserves the right to monitor or review the Vendor’s monitoring of all social networking activity without notice.   

The Vendor shall not conduct business relating to this Contract that involves the exchange of personally identifying, confidential or sensitive information on the Vendor’s social network application.  The Vendor shall not post information, photos, links/URLs or other items online that would reflect negatively on any individual(s), its enrollees, the Agency or the State.

Any violations of this shall subject the Vendor to administrative action by the Agency as determined by the Agency.
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